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All Your files and documents were encrypted!

ID: I

Encryption was made with a special crypto-code!
There NO CHANCE to decrypt it without our special
software and your unique private key!

To buv vour software You need to contact us by EMATL:

1) XHELPER@DR.COM

or

2) AHELPER@DR.COM

Your email text should contain your unique ID number and one of your encrypted file.

We will decrypt one of your file for FREE! It's your gnarantee!

Remember! Your time has a limit: 72 hour.

If You will not send any email We will turn on a sanctions:

1) Your software’s price will be higher

-2) Your unique private key will be destroyed (After that your files will stay encrypted forever)
-3) Your private info, files, documents will be sold on the Dark Markets

Attention: all vour attempts to decrvpt vour PC without our software can de~
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Kaspersky KSN reputation service

E“dpﬂint Security 10 Al Reports @9 Quarantine
for Windows

Protection and Conti 21 you are working under a policy &

M Erdpoint contral
[Z] Anti-Virus protection
& File Anti-Virus
@ Mail Anti-Virus
@ web Anti-virus
8 1M Anti-virus
& Frewal
& Network Attack Blocker
€ System Watcher

Detection of the following object types is enabled:
- Viruses, worms, Trojans, and malicious tools

- Adware and auto-dialers

- Packed files that may cause harm, and multi-packed files

B Scheduled tasks Scan exclusions: 171 {total 157)
§é’ Advanced Settings Trusted applications: v (total 17}

| Settings... |

Saye | | Cancel

Help  Support = License

Virus signature database

Ll g Aes o DL ) Sl 0l ilS sl g 55K 4 by 45 gy (ST esls oKL ased
Al 5P 5l ol b

Update

b Jsadb g by s a5 5yl sy OIKel el 5 sl OF 0305 oKL b I3 o5 s 3oz
5 plandl pglde sl Ll )50

Infected

Al edd a3 gl a8 sla LU



Threats
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Custom or Smart Scan
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Restricted
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Parental Control
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Setup
= Antivi T—— Real-time file system protection - "
= Al'llilwlrusnd antispyware : = ¥ . pri . JU@? WJ)!‘ ﬁJ’D Q'&s‘ B lb am
& Enable real-time file system protection
- Advanced setup ]
- Document protection LLJ
=) Email dient protection Media to scan Scan on
E E':“a“ dlients Local drives File open Diskette access
PDP';SE;;S Removable media File creation Computer shutdown
) Web access protection - Metwork drives File execution
[-HTTP, HTTPS 1
- On-demand computer scan || start Real-time file system protection automatically
- Exdusions
- Protocol filtering
- Update
[=-Tools
- Log files
- Quaranting e
- Scheduler
- Alerts and notifications
- ThreatSense,Net
- System updates
[=)- User interface
Alerts and notifications -
[ @.‘ [6]4 ] [ Cancel ] [ Default

r
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- AutoPlay

Removable Disk (H:)

-

Mixed content options

,"tv | Import pictures and videos
'ﬁ-..‘_\_l using Windows

0“ Flay
| using Windows Media Player

General options

using Windows Backup

a’% Ize this drive for backup
a0 1|

& "‘j_ Speed up my system
using Windows ReadyBoost

View more AutoPlay options in Control Panel
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@ Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer,
Administrator

Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users,

We recommend that you protect every account with a strong password.

A

Why is a standard account recommended?

| Change Account Type || Cancel |
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BN Administrator: C\Windows\SystemT™Temd exe - sfc /scannow

Microsoft Windows [Version 6.1.76868]
Copyright <c)» 2089 Microsoft Corporation. All rights reserved.

C:sUindows~systemdZ2zfc sscannow

Beginning system scan. This process will take some time.

Beginning verification phasze of system s=can.
Verification 3% complete._

:‘95- ij &‘Jls W‘Wﬁ’ﬁ&“”%)rﬁdﬂb sl C}Lﬁj JJJAA..;MBB Qm -

S eslanul chkdsk  giws  defragmentation wlles 51 S pl js oy Caws 511,

. Filedl(E:) Proper‘(lesv
Security Previous \ersions Quota Customize
General Hardwars Sharing

Emorchecking

This option will check the drive for emors.
>

| Mg Check now ... ]

Defragmentation

E + This option will defragment files on the drive.

Defragment now....

Backup 3

This option will back up files on the drive.

l’.;w

Back up now...

0K | | Cancel




Microsoft Windows [Version 6.1.76808]
Copyright <c?» 2889 Microsoft Corporation. All rights reserved.

C:sUindows~systemd2chkdsk 'e:
The type of the file system is NTFS.
Uolume lahel iz Files.

WARMINGt F parameter not specified.
Running CHEKDSK in read-only mode.

PMCHEDSK is verifying files (stage 1 of 3>__.
6B6A8 file records processed.
BMFile verification completed.
A large file records processed.
A had file records processed.
A EA recordsz processed.
B reparse records processed.
CHEDSK is werifying indexes {(stage 2 of 3>._.
67 percent complete. (78182 of 8A?54 index entries processed)

ER Administrator: CAWindows\System ™ \cmd.exe - chkdsk e = | B |-
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Advanced Boot Options

Choose Advanced Options for: Windows 8 Consumer Preview
(Use the arrow keys to highlight your choice.)

Repair Your Computer

Safe Mode

safe Mode with Networking
safe Mode with Command Prompt
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